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Source: Galaxy Research, August 31, 2024.

The Digital Asset Industry — A Framework
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Companies offering products and services that are unique and exclusive
to crypto. This includes companies participating in mining, staking, and
building on-chain oracles and are responsible for the infrastructure only
useful for crypto and blockchains. 

We divided companies and development teams into three broad categories, as shown below. While this framework may not
capture every aspect of the industry, it offers a comprehensive lens for evaluating the investable universe. It can also be
applied to emerging companies and sectors in crypto as they evolve and gain relevance.

Companies offering products and services related to cryptocurrencies
and blockchains that are not unique or exclusive to crypto. Many of these
categories overlap with traditional finance sectors.

Companies building consumer applications that operate, in full or in part,
on blockchains. For example, decentralized exchanges automatically
execute crypto trades on blockchains without third-party intermediaries. 

General Infrastructure

Crypto Use Cases & Applications 

Crypto-Specific Infrastructure 



Source: Galaxy Research, August 31, 2024.

General Infrastructure Crypto Use Cases & Applications Crypto-specific Infrastructure 

MARKETS
Exchanges (Spot)
Exchanges (Options/Derivatives)
Venture Funds
Custody
Clearing/Settlement
Index Providers
Asset Managers
Lending Markets
Hedge Funds
Market Makers
Prime Brokerages

BUSINESS SUPPORT
Banking
Compliance
Accounting/Taxes
Investment Banking
Cloud Services
Data/Research
Consulting

Layer 1 Blockchains
Layer 2 Protocols
Rollups-as-a-Service
Mining Operations
Mining Pools
Mining Hardware
Staking Pools
Staking Infrastructure Providers
Bridges/Cross-Chain Messaging
Shared Sequencing
Shared Security/Restaking
Web3 Developer Tooling
Web3 Wallets
Zero-knowledge Coprocessors
Zero-knowledge Provers
Token Minting
MEV Tooling
Oracles
MEV Searchers/Relays/Builders
Intents
Smart Contract Auditing

Payments
Remittances
Stablecoins
Decentralized Exchanges
Decentralized Lending
RWA/Tokenization
Prediction Markets
Rewards/Loyalty Programs
Virtual Casinos
Privacy/Mixers
Supply Chain Management
Fundraising/Charity
Governance/DAOs
Identity
Artificial Intelligence
NFT Marketplaces
Decentralized Public Infrastructure
Gaming
Decentralized Social Media
Messaging/Chat
Music Royalties/IP Management
Content Publishing
Storage/File Sharing

Categories, Sub-Categories, and Business Focus
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Phases of Adoption

For informational purposes only and should not be considered investment advice or a recommendation to buy, sell, or hold any particular security. Forecasts are inherently limited and cannot be relied upon. All third-party company product and service 
names in this presentation are for identification purposes only. The product names, logos, and brands are property of their respective owners. Use of these names, logos, and brands does not imply endorsement. 
Galaxy Research; August 31, 2024.  

2014 - 2016 2017 2018 - 2019 2020 - 2021 2022 - 2023 2024 Beyond

The Great Bull Run
Central bank policies
lead institutions and
corporations to Bitcoin;

Public mining companies; 

Ethereum’s DeFi
ecosystem expands; 

Stablecoins arrive; 

Alt L1s finally function
with the ecosystems;

NFTs emerge.

Adoption, Innovation
Adoption and innovation
by mainstream finance,
major corporates;

Blockchain-based
business models; 

Decentralized
organizations; 

Tokenization; 

Web 3.0; 

Nation state adoption.

The Big Bubble
Bitcoin awareness
reaches the
mainstream. 

Retail exchanges
dominate. 

ICOs grow and bring
attention to Ethereum. 

New networks launch.
Security token hype
drives many startups.

Infrastructure
A new wave of
entrepreneurs arrives to
fill the infrastructure
gaps the Big Bubble laid
bare. 

Custody, trading,
derivatives, lending,
settlement, market
making, and data
solutions developed. 

Increased regulatory
clarity begins.

FTX Meltdown
The rapid unwinding of
value in the Terra Luna
ecosystem creates
contagion across the
entire sector in 2022;
major cryptocurrency
exchanges and lending
protocols go bankrupt; 

New narratives emerge
amidst the rubble:
DeSoc, Restaking, and
RWAs. 

Bitcoin on the Ballot
Bitcoin and Ethereum
spot ETFs are approved
by the SEC; 

Memecoins drive on-
chain activity; 

Bitcoin L2s capture VC
interest; 

Politicians embrace
Bitcoin and crypto. 

§ Regulatory clarity and frameworks
should drive further adoption. 

§ Digital asset proliferation

§ More IPOs by crypto-native
companies

§ Accountless Internet

§ Tokenization expands (RWAs) 

§ Blockchain scalability via modularity

§ Central bank digital currencies
(CBDC)

“Blockchain,
Not Bitcoin”
Crypto bear market &
negative perceptions of
bitcoin lead to hype
around “blockchain
technology,” which
banks and corporations
explore. 

Ethereum launches.

Some big early crypto
infrastructure launches.
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For informational purposes only and should not be considered investment advice or a recommendation to buy, sell, or hold any particular security.

Source: Galaxy Research, Data: Our World in Data, Cambridge Judge Business School, Statista, Crypto.com   |  Time series starts from year each technology first hit 1m users/owners. Data is current through August 22, 2024. 

Crypto adoption is on par with early Internet adoption.
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Can blockchain technology be as transformative as the Internet? As more countries work towards building comprehensive
regulatory frameworks that issue clear guidance on digital assets, we believe that global crypto adoption is poised to expand.
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[1] Source: Coinbase | Institutional Investor, 2023 Digital Assets Outlook Survey, as of November 2023. 

The barriers to investing in digital assets are gradually easing.
While institutional investors have cited “price volatility” as the top barrier to investing in digital assets, recent regulatory
developments, improved security measures, and advancements in infrastructure are gradually addressing these concerns.1

Regulatory Uncertainty

Transaction Fees

Liquidity

Lack of Internal Expertise

Limited Use Cases

Lack of Centralized Authority

Lack of Fundamentals

Risk of Market Manipulation

Volatility

ESG Considerations

Security of Asset Custody

Investor Concerns 
Top concerns for institutional investors:
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For informational purposes only and should not be considered investment advice or a recommendation to buy, sell, or hold any particular security. Past performance is not indicative of future results.
[1] Galaxy Research, as of June 20, 2024. Note: Bitcoin volatility is trending downward overall, reaching a new all-time low in 1-year volatility in March 2024.  [2] Bloomberg, as of August 5, 2024.

Bitcoin Volatility is Trending Downward
Although bitcoin is more volatile than traditional assets, its realized volatility continues to decline as adoption grows.
When looking at bitcoin’s 1-year volatility, it is no longer an outlier compared to the “Magnificent Seven.” 
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The selected 10-year time period is from January 1, 2014 to June 20, 2024. 

Magnificent Seven: 1-Year Volatility2Bitcoin Market Cap vs. Realized Volatility1
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Global Landscape of Crypto Regulation in 2024 
Across the globe, governments are advancing dialogues and creating comprehensive regulatory frameworks
for digital assets to ensure transparency, protect investors, and foster innovation in the financial sector. 

Selective Jurisdictions *

United States

Canada

United Kingdom

European Union

Hong Kong

Japan

United Arab Emirates

Saudi Arabia

China (Mainland)

Australia

Bahamas

Cayman Islands

Bahrain

South Africa

Russia

India

South America

Mapping Digital Asset Regulation
Legislation / Regulation in place

Process initiated or plans communicated

Regulatory Framework

Legal (all activities are permitted)

Legal Status

Partial Ban (some activities not permitted) 

General Ban (all activities limited) 

Unknown

Regulatory process not initiated 

Regulatory framework refers to countries or 
governments with legislation in place to enforce tax 
policy requirements, anti-money laundering and 
terrorist financing (AML/CFT), consumer
protections, licensing, and disclosure obligations. 

Legal status refers to whether individuals or
institutions within the jurisdiction are permitted to
buy, sell, or trade cryptocurrencies freely.

Source: Galaxy Research; Atlantic Council, as of July 2024. 
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For informational purposes only and should not be considered investment advice or a recommendation to buy, sell, or hold any particular security.
[1] Source: Fidelity Digital Assets Research, “Institutional Investor Digital Assets Study”, as of June 2024. 

What motivates investors to seek exposure
to the digital asset space?

Four reasons to consider investing:

001 003002 004

Returns

001

Exposure to an entirely new asset
class with the potential for outsized
appreciation and asymmetric returns.

Diversification
Bitcoin and other digital assets
offer portfolio diversification
benefits due to their low correlation
with other investments.

Thematic/Strategic
Digital assets can provide a hedge
against inflation, yield opportunities
from staking & lending, and offer
censorship-resistant value storage.

Innovation
Access to 24/7 global liquidity,
participate in decentralized finance
(DeFi), and leverage the
transparency, immutability, and 
transaction speeds of a blockchain.
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A 2023 Institutional Investor survey 
conducted by Fidelity ranked “high potential 
upside” as the top appeal of digital assets.1

See slide 26
“Expanded Correlation Matrix” for Bitcoin
and Ethereum against other asset classes.

The same survey ranked “innovative tech 
play” as the second most appealing reason 
to invest in digital assets.1



BTC and ETH
Post Strong
Historical
Performance

Past performance is no guarantee for future results.
For informational purposes only and should not be 
considered investment advice or a recommendation 
to buy, sell, or hold any particular security. 

Source: Galaxy Asset Management, as of July 2024.

Annual returns for selected asset classes ranked from best to worst within
each calendar year over the last 12 years. 

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 Cumulative Annualized

5,414% 14% 36% 120% 1,403% 0% 94% 480% 391% 16% 153% 46% 443,739% 108%

32% 6% 1% 14% 89% -2% 31% 306% 58% 0% 92% 43% 771% 37%

7% 0% 1% 12% 34% -4% 18% 25% 29% -13% 26% 15% 375% 15%

-2% -1% -3% 12% 22% -4% 15% 18% 27% -13% 14% 13% 58% 4%

-5% -5% -10% 9% 14% -11% 13% 16% 1% -18% 13% 6% 39% 3%

-10% -17% -17% 8% 10% -17% 9% 8% -2% -22% 7% 5% 16% 1%

-28% -58% -25% 3% 4% -74% 8% 7% -4% -64% 6% 3% 3% 0%

2% -82% -2% -3% -5% -67% -8% -1% -15% -1%

BTC

ETH

S&P 500

Emerging Market Equities

U.S. Aggregate Bond Index

High Yield Bonds

Commodities

Gold

Despite fluctuations in the broader
digital asset market, BTC and ETH
have consistently ranked the best
or second-best performing assets
for ten of the past twelve years. 
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Digital assets are seen as a good opportunity for
risk-adjusted returns in 2024 and the coming years.

For informational purposes only and should not be considered investment advice or a recommendation to buy, sell, or hold any particular security. Past performance is not indicative of future results.
[1]  Coinbase | Institutional Investor, 2023 Digital Assets Outlook Survey, as of November 2023. 
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Investor Sentiment and Outlook for 2024 and Beyond1
Survey Question:

“Thinking about the next three
years, in which asset classes 
do you see the biggest 
opportunities to generate 
attractive risk-adjusted returns?”

Methodology: Data was collected
between Oct. 19-Nov. 6, 2023.
Audience n=250 U.S. institutional
decision makers from hedge funds,
asset managers, and allocators.
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Source: Galaxy Research, 2024.

1. Based on our research, we believe that we are approaching the era of regulatory clarity and sustainable frameworks. With the industry’s strong foothold across
markets and traditional finance, we see a growing consensus that "crypto is here to stay.” Regulation will drive trust and adoption.

2. Solidifying regulatory foundations will lead to more mature markets, thereby allowing more non-native crypto companies to become major players in the
industry, not only in the general markets and infrastructure sectors of digital assets but also in crypto-specific infrastructure and crypto use cases.

3. The value of decentralization and censorship resistance among industry participants should drive more open-sourced, DAO-led projects within crypto-specific
infrastructure. We believe these products and services will likely become the permissionless layer upon which companies across the industry can build new
applications over time, akin to how eCommerce was built atop the open internet.

4. The subsector that features a larger number of public companies is bitcoin mining operators. Bitcoin mining is a capital-intensive operation funded primarily
through equity capital, as opposed to debt capital. See Galaxy Research’s Mid-Year Mining Report for more information.

5. Zero-knowledge provers, another subsector of crypto-specific infrastructure that requires capital-intensive operations, may grow to benefit from deeper equity
fundraising in the future.

6. Gaming leads the "crypto use cases" subsector, featuring the largest number of major projects and the highest share of VC investment in the digital asset
industry. Blockchain gaming, alongside DeFi, holds the potential to become one of the most critical use cases for crypto. For more information, see Galaxy
Research's Quarterly VC Updates.

Observations and Predictions

Galaxy Research’s Quarterly VC Updates 

Learn More

Galaxy Research’s Mid-Year Mining Report

Learn More

“Crypto Use Cases: Real Utility Beyond Speculation”

Read Report
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VENTURE3

TOKENS1

FUNDS2

(i.e. ETFs, ETPs)

HEDGE FUNDS4

EQUITIES5

[1] Galaxy Research, September 12, 2024, Data: CoinGecko.com.  [2] Galaxy Research, September 12, 2024, Data: Bloomberg Intelligence.  [3] Galaxy Research, September 12, 2024, Data: Pitchbook.  
[4] Galaxy Research - VisionTrack, as of August 31, 2024. [5] Galaxy Asset Management, Data: VettaFi, September 4, 2024. 

The Global Digital Asset Industry by Investment Category

350+ Hedge Funds
As tracked on VisionTrack

14,709 Individual Tokens 
§ 40 traded +$100M

in daily volume
§ 7 traded about $1B

in daily volume
§ 3 traded +$10B

(BTC, ETH, USDT)

+70%
The combined market share of
BTC, ETH, USDT by market cap

220+ Digital Asset-related Funds Globally
§ $79B+ Total AUM 
§ 35 U.S. Funds 
§ Management Fees ranging from 0.19% – 2.5%

320+ Public Companies
Including enabling technologies
and Web3 companies
§ $21T Total Market Cap 
§ $83B Avg. Market Cap 
§ IPOs anticipated 

to increase YoY
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Since 2015
10,514 Crypto-Related Companies 
§ 19,217 VC Deals
§ 20,016 Unique Investors
§ $104.6B Total USD in VC investments



Pros & Cons: The four major entry points into digital assets
With a wide range of investment vehicles — spot ETFs, VC investments, and crypto derivatives — each entry point into the
digital asset universe comes with unique advantages and risks. Investors should align their strategy to their preferred risk
tolerance and desired level of digital asset exposure:  

Pros
+ Direct access to the blockchain
+ Self-custody of assets
+ Ability to stake assets for yield

Cons
- Exchange and custody risk
- Steep learning curve
- Potential for lost keys

Direct
Ownership

Pros
+ Access to early-stage deals
+ Potential for outsized returns

Cons
- Must be a qualified investor
- High cost of ownership
- Long path to liquidity

Venture
Investing

Pros
+ Familiar investment vehicle
+ Reduced custody risk
+ Multiple fund strategies

Cons
- No access to the blockchain
- No ability to self-custody
- Annual management fees

Fund
Exposure

Pros
+ No custody fees
+ High transparency
+ Regulated, audited financials

Cons
- Limited investable landscape
- Credit risk
- Management execution risk

Public Equities
Exposure

T H E  D I G I T A L  A S S E T  U N I V E R S E A C C E S S I N G  D I G I T A L  A S S E T S D I R E C T G A L A X YF U N D S V E N T U R E E Q U I T I E S
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Institutional investors’ appetite for different investment strategies 
A 2022 EY survey highlights the ranging interest among institutional investors in allocating their portfolios to different crypto
products, based on their expected investments over the next two to three years.1

[1] EY, “Staying the course: institutional investor outlook on digital assets”, https://www.ey.com/en_us/insights/financial-services/how-institutions-are-investing-in-digital-assets.

Institutional investors anticipated investments over the next 2-3 years (2022)
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Correlation Matrix Explained: 
+ 1.0 means that the two assets are moving together in lockstep.
0.0 means that the two assets have no correlation to each other
- 1.0 means the two assets are moving in completely opposite directions.

[1] Data: Bloomberg, as of June 28, 2024.
Past performance is no guarantee for future results. For informational purposes only and should not
be considered investment advice or a recommendation to buy, sell, or hold any particular security. 

The Expanded Correlation Matrix tracks a 6-year correlation period. 
*Base Portfolio = 35% S&P 500, 35% U.S. Aggregate, 10% Commodities

Adoption Often Starts
with Bitcoin and Ether

1. Clearest Entry Point
§ Bitcoin and Ether are the largest cryptocurrencies by market cap

2. Most Accessible
§ High liquidity and often more accessible for investors
§ More regulatory clarity than other cryptocurrencies

3. Compelling Risk-Return Profile
§ Strong performance over the past 10 years
§ Low correlation to traditional assets
§ Potential hedge against market volatility and inflation
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Expanded Correlation Matrix1

The low correlation of digital assets with more
established asset classes, like equities and fixed
income, makes them well-suited to diversify a
multi-asset portfolio.
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For informational purposes only and should not be considered investment advice or a recommendation to buy, sell, or hold any particular security. Past performance is not indicative of future results.
The selected 5-year time period includes both crypto’s bull and bear market cycles. 
Source: Galaxy Asset Management, as of July 2024.

Getting Off Zero: Bitcoin in a Portfolio
Integrating bitcoin into traditional investment portfolios is no longer a speculative bet; it’s a forward-thinking strategy
for holistic financial planning and wealth preservation. Adding bitcoin incrementally to a diversified portfolio may provide
asymmetric benefits without sacrificing the portfolio’s risk profile. 
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For informational purposes only and should not be considered investment advice or a recommendation to buy, sell, or hold any particular security. 
All third-party company product and service names in this presentation are for identification purposes only.  The product names, logos, and brands are property of their respective owners. Use of these names, logos, and brands does not imply endorsement.
[1] Bloomberg, as of August 31, 2024.  [2] Bloomberg, as of September 10, 2024.  [3] Bloomberg, as of September 20, 2024. 

Fund Exposure
By the Numbers:

Traditional fund issuers have entered the chat.

1200+
U.S. institutions disclosed
$16.5B in Spot Bitcoin ETF 
holdings at the end of Q2-241

001

$79B+
Combined AUM of 220
blockchain & crypto ETPs3

003

220
Blockchain & crypto ETPs
tracked on Bloomberg2

002

65
Fund issuers across 220
blockchain & crypto ETPs 

004

Many of the largest fund issuers
globally are launching digital asset
products.
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[1] Source: Galaxy Research, as of August 31, 2024. Data: Bloomberg.

Over the past decade, the number of ETPs has surged globally,
cementing digital assets as a new asset class and giving
investors more familiar investment options.
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[1] Source: Galaxy Research, Data: Bloomberg, as of August 31, 2024. 

U.S. Spot ETFs were a significant source of new demand.
Since the spot ETFs began trading, demand from ETFs has significantly outpaced new bitcoin issuance. BTC ETF Inflows in Q1
and Q2 of 2024 demonstrate the demand for more easily accessible exposure. Measured by the asset flows within the first six
months, the BTC ETF launch can be considered the most successful ETF launch (across all issuers) of all time.

Bitcoin ETF Flows vs. BTC Issuance (Cumulative)1
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4� TOKENIZED FUNDS: THE THIRD REVOLUTION IN ASSET MANAGEMENT DECODED 

Fund Tokenization
A Game-Changing Blockchain Use Case In Financial Services

With successful proof-of-concepts, the adoption of blockchain technologies becomes increas-
ingly compelling for financial institutions that have been on the digitization path. The ability 
to store immutable data from multiple parties creates both trust and significant efficiencies, 
effectively connecting companies with business opportunities and paving the way for collabo-
rative innovation. Through tokenization, a process to create digitally represented ownership 
of real-world assets on blockchains, instant delivery versus payment (DVP) could be easier to 
execute than ever before. 

Tokenization has continuously grown in all market conditions

Interest in tokenization has steadily grown, with concrete production-grade initiatives 
launched in the past five years, led by financial institution incumbents and supported by 
regulators. With increasing volumes and different asset types in tokenized form, we see the 
emergence of a stronger foundation for tokenized finance, which could reach a critical inflec-
tion point with readily available on-chain money. (See Exhibit 1.) 

Fund tokenization is not just another innovation effort by a few asset managers. Instead, it is 
an industry-wide movement across numerous global asset managers. Franklin Templeton 
launched its first U.S.-registered fund (Franklin OnChain U.S. Government Money Fund, 
FOBXX) using a blockchain in 2021, while BlackRock in 2024 launched the BlackRock USD 
Institutional Digital Liquidity Fund (BUIDL), quickly achieving a market cap of over US$500 
million in months. 

Sources: Press release; Google; CoinMarketCap; Company websites; BCG analysis.

Launch & rapid rise: Stablecoin exceed US$100 billion, e.g., USDT by Tether, 
USDC by Circle
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Worldwide interests index 
for "Tokenization"

… till 2020 2021–2022 2023–2024

Cryptocurrency market 
capitalization (US$ trillion)

Tokenized finance reaching a 
critical inflection point with 
readily available on-chain money 
& investable real-world assets

Tokenized money is already 
available & rapidly developing
• Stablecoin tested in virtual 

asset industry

• Accelerated development in 
CBDC & tokenized deposits, 
driven by regulators & FIs 

Types of concrete investable 
tokenized real-world assets 
are launched, e.g., credit, funds, 
commodity 

PoC: Tokenized money in FS industry e.g., CBDC 
studies in ~85% central banks, JPM Coin

PoC: Multiple tokenized real-world 
assets initiatives across asset types, 
such as funds, real estates

Launch: Tokenized financial products in exclusive distribution channels, 
e.g., JPM intra-day repo, Franklin Templeton MMF, HKMA tokenized 
bonds, UBS tokenized note, HSBC tokenized gold

Acceleration: Tokenized money development among FIs
and regulators through pilots, sandboxes, policy changes etc.Money

Investable
Assets

Takeaways

Exhibit 1 - Development of Tokenized Real-World Financial Assets
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Tokenized funds can rival exchange-traded funds

Tokenized funds have the potential to emerge as the third evolution in the asset manage-
ment industry, following the establishment of the US$58 trillion mutual fund industry under 
the Investment Company Act of 1940 and the subsequent revolution sparked by ETFs.

From both investors’ and managers’ perspectives, tokenized funds share several similarities
with ETFs. Both offer a high degree of price transparency, superior liquidity, and more stream-
lined collateral management compared to mutual funds, among other benefits. (See Exhibit 3.)

There are three main approaches to fund tokenization, each with distinct advantages and 
challenges. The first is the creation of digital twins, often through Security Token Offerings 
(STOs), similar to a master-feeder structure. This approach is fast to implement but involves 
the added expense of managing dual operations. The second approach is developing native 
tokenized fund vehicles. While this can be simpler to execute, it requires attracting a new 
pool of investors. Lastly, there’s the option of converting existing funds. This method offers 
scalability but demands care to avoid disruptions.

Mutual Fund

Anticipated potential
difference in key features1

Fund tokenization process

Price transparency for 
investors

Time to fund & cash for 
investors

Potential as collateral 
for lending

Potential as underlying 
assets for derivatives

Integration with 
on-chain money

Execution price is confirmed with 
delays, e.g., EOD NAV processing

A mutual fund pools money from many 
investors to invest in a diversified portfolio 
professionally managed by a fund manager

Similar to mutual fund, but shares of the 
fund are traded on exchange like a stock

Similar to mutual fund & ETF, but shares of 
the fund are digitally represented on a 

distributed ledger like a token 

T+2/3 days required Intraday, during exchange hours Intraday, 24/7 feasible

Limited mutual funds due to cost 
(e.g, lien, default risk mgmt.)

ETFs as collateral for margin 
trading mostly in brokers

Near-instant collateralization for 
lending via smart contracts

Limited mutual funds are used for 
bespoke structured products

Selected ETFs are used for 
Exchange-Traded Options

Feasible for Smart Derivative 
Contracts usage (atomic, 24/7)

Lower efficiency as money settlement takes time  Atomic settlement (DvP); 
money programmability

Exchange-Traded Fund Tokenized Fund2

Execution price is confirmed instantly, based on secondary market 
activities, such as the latest bid/ask order book and indicative NAV

Source: Industry interview, BCG analysis.
1Features for tokenized funds are their potentials using blockchain – subject to regulations.
2Also known as on-chain fund, digital fund, or blockchain-trade fund.

Exhibit 2 - Feature comparison: Mutual funds, ETF, Tokenized funds
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end-investors
Benefits for global mutual fund end-investors (US$ billion)

Current state OpportunisticPotential future state

Est. Return with 10y 
long-term return

Early access to the 
investment return

Transaction
cost-saving

Tokenized fund
lending

Intraday NAV fluctuation 
(vs EOD NAV)

2023Q4 AUM 
(exl. ETF, FOF)

~US$58,000 billion

~US$4,100 billion
~US$50 billion

~US$33 billion ~US$12 billion

~US$80–400 billion

Illustrative

~7.1% return1 

(10-year global 
average open-ended 

fund total return)

~0.09% return2 from 
releasing trapped 
investment capital 

from the T+2/3 fund 
settlement

~0.06% value add3 

through reduced 
primary fee, 

through on-chain 
secondary transfer

~0.02% value add4 
additional interest 

return from lending 
tokenized fund

Est. ~0.13%–
0.69% return5 
from intraday 

NAV fluctuation

Sources: Morningstar; ICI; Refinitiv; CSSF Luxembourg; BCG analysis.
1 10-year Total Return for Open-ended fund, including International Equity, US Equity, Sector Equity, Nontraditional Equity, Allocation, Municipal 
Bond, Taxable Bond etc.
2Based on est. global total subscription and redemption activities and additional avg. annual mutual fund return from three days (T+3).
3Handle primary subscription and redemption activities to secondary market with lower fees (~0.1% vs. ~0.2% on primary).
4Benchmark tokenized fund to ETF on-loan volume as % of AUM with the avg. ETF lending interest rate.
51st and 3rd percentile of EOD NAV and 30-min avg. market price difference among global top 10 ETFs by AUM over the past 12 months.

Exhibit 5 - Five key business opportunities from tokenized funds

High

HighLow Revenue margin

Win new investors
RWA investment 
demands in virtual 
asset industry Innovate fund investment 

services

Personalize investment 
portfolio

Improve fund utilization 

1

Defense core pool
Compatible with 
on-chain TradFi 
money

2

3

4

5

Enhance business
models

1. Existing virtual asset investors

Address existing on-chain investment 
demand among ~US$2.5 trillion virtual 
asset investors, e.g., stablecoin users & 
DeFi investors

Sales

2. TradFi money moving On-chain

Address future on-chain investment 
demands, addressing trillions of net 
new flow given rise of on-chain money 
(incl. tokenized deposit, Central Bank 
Digital Currency)

3. Fund investment services

Launch new services, e.g.,
• Tokenized fund brokerage
• Micro-investing

4. Hyper-personalized portfolio

Customize portfolio using 
auto-rebalancing smart contracts,
e.g., exclusion of certain stocks 
based on fund holdings 

5. Enhanced fund utility

Unlock liquidity for fund investors, 
e.g., tokenized fund as collateral for 
instant lending

Business opportunities in 5 key areas

Source: BCG analysis.

Exhibit 3 - Fund tokenization benefits for global mutual fund
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Exhibit 4 - Fund tokenization benefits for global mutual fund 
end-investors
Benefits for global mutual fund end-investors (US$ billion)

Current state OpportunisticPotential future state

Est. Return with 10y 
long-term return

Early access to the 
investment return

Transaction
cost-saving

Tokenized fund
lending

Intraday NAV fluctuation 
(vs EOD NAV)

2023Q4 AUM 
(exl. ETF, FOF)

~US$58,000 billion

~US$4,100 billion
~US$50 billion

~US$33 billion ~US$12 billion

~US$80–400 billion

Illustrative

~7.1% return1 

(10-year global 
average open-ended 

fund total return)

~0.09% return2 from 
releasing trapped 
investment capital 

from the T+2/3 fund 
settlement

~0.06% value add3 

through reduced 
primary fee, 

through on-chain 
secondary transfer

~0.02% value add4 
additional interest 

return from lending 
tokenized fund

Est. ~0.13%–
0.69% return5 
from intraday 

NAV fluctuation

Sources: Morningstar; ICI; Refinitiv; CSSF Luxembourg; BCG analysis.
1 10-year Total Return for Open-ended fund, including International Equity, US Equity, Sector Equity, Nontraditional Equity, Allocation, Municipal 
Bond, Taxable Bond etc.
2Based on est. global total subscription and redemption activities and additional avg. annual mutual fund return from three days (T+3).
3Handle primary subscription and redemption activities to secondary market with lower fees (~0.1% vs. ~0.2% on primary).
4Benchmark tokenized fund to ETF on-loan volume as % of AUM with the avg. ETF lending interest rate.
51st and 3rd percentile of EOD NAV and 30-min avg. market price difference among global top 10 ETFs by AUM over the past 12 months.

High

HighLow Revenue margin

Win new investors
RWA investment 
demands in virtual 
asset industry Innovate fund investment 

services

Personalize investment 
portfolio

Improve fund utilization 

1

Defense core pool
Compatible with 
on-chain TradFi 
money

2

3

4

5

Enhance business
models

1. Existing virtual asset investors

Address existing on-chain investment 
demand among ~US$2.5 trillion virtual 
asset investors, e.g., stablecoin users & 
DeFi investors

Sales

2. TradFi money moving On-chain

Address future on-chain investment 
demands, addressing trillions of net 
new flow given rise of on-chain money 
(incl. tokenized deposit, Central Bank 
Digital Currency)

3. Fund investment services

Launch new services, e.g.,
• Tokenized fund brokerage
• Micro-investing

4. Hyper-personalized portfolio

Customize portfolio using 
auto-rebalancing smart contracts, 
e.g., exclusion of certain stocks 
based on fund holdings 

5. Enhanced fund utility

Unlock liquidity for fund investors, 
e.g., tokenized fund as collateral for 
instant lending

Business opportunities in 5 key areas

Source: BCG analysis.

Exhibit 4 - Five key business opportunities from tokenized funds



10� TOKENIZED FUNDS: THE THIRD REVOLUTION IN ASSET MANAGEMENT DECODED 

7.	 Cryptocurrency market capitalization, CoinMarketCap, July 2024.

8.	 Investment demand is valued by summing stablecoin market cap, tokenized RWA market cap, and total value locked in DeFi protocols.

9.	 DeFi Total Value Locked, DeFiLlama, July 2024.

10.	Total RWA Onchain, rwa.xyz, July 2024.

Below we discuss each of the five business opportunities in more detail:

#1: Addressing US$290 billion of existing on-chain investment demand

In the global cryptocurrency market, valued at approximately US$2.5 trillion7, we estimate 
there is about US$290 billion8 of investment demand for tokenized funds. (See Exhibit 6.) 
The segment includes owners of stablecoins, tokenized real-world assets (RWAs), and DeFi 
protocols, and it continues to grow rapidly. DeFi protocols (excluding stablecoins) are even 
larger, with a market cap of about US$120 billion9 and a two-year average growth rate of  
56%. The tokenized real-world asset (RWA) market has reached a market cap of about 
US$12 billion10, amid 85% growth over the past two years. 

Tokenized funds, as on-chain pooled investments, can effectively meet investment demand 
by addressing the gap in on-chain offerings, which are currently dominated by DeFi protocols. 
By leveraging proven investment strategies that asset managers have applied to manage 
trillions in assets over the past few decades, the funds offer a more robust investment option. 
Additionally, they provide access to real-world investment opportunities, allowing for better 
portfolio diversification amid shifting market dynamics. (See Exhibit 7.)

Demand for real-world value peg is strong

Demand for yield-generating protocols is strong

Market cap.

Stablecoin

Tokenized RWA2 ~$12BN

DeFi protocols
(e.g., staking, lending)1 ~$120BN

Market cap.
Estimated 

investor demand~$160BN

Two-year growth

85%

~$290BN
56%

Virtual asset investors demand stability & on-chain investments

Sources: DeFi Llama, RWA.xyz, BCG analysis.
1Other DeFi protocols include lending, derivatives, liquid staking, restaking, etc. 
2Real world asset tokenization. Included tokenized funds (~US$1 billion), tokenized private credits (e.g., Figure, Centrifuge, Maple).

Exhibit 5 - Virtual asset owners are seeking yield-generating investments
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11.	Tokenized funds market cap and holding wallets, rwa.xyz, August 2024.

#2: Defending existing investor pools amid the rise in regulated on-chain money 

Traditional finance money is moving on-chain through rapidly developing and regulated 
on-chain money, including regulated stablecoin, tokenized deposits, and CBDC initiatives 
driven by regulators and financial institutions. (See Exhibit 8.)

On-chain money is different from dematerialized money on two important dimensions –
programmability and atomic settlement with tokenized assets. Programmability will enable 
the development of programmable money and purpose-bound money, where users can 
specify the usage of the money through programming logic across the financial institutions 
and jurisdictions. Atomic settlement with tokenized assets will permit real delivery versus 
payment (DvP) – the on-chain assets and on-chain money are exchanged simultaneously.

As the adoption of regulated on-chain money progresses, there will be knock-on impacts on 
net fund flows. If just 10% of investable money is on-chain, there will be billions of dollars of 
demand for tokenized funds.

Category

AUM (US$ million)

~$470m

~$520m

1,000

0
Dec 2022 Dec 2023 Aug 2024

200

400

600

800

AUM of Tokenized Money Market Funds
Dec'2022 to Sep'2024

BUIDL

FOBXX

Distribution Snapshot 
(Sep'2024)

Fund Name
# of

holders
Monthly
Txn Vol.

Mgmt.
Fee (%)

Distribution
Channel

BUIDL
BlackRock USD
Institutional Digital
Liquidity Fund

SECURITIZE
Intermediary
Digital wealth
mgmt. platform,
tokenized asset
& blockchain
focus 

0.50%

0.15%BENJI
Direct-to-client
Franklin
Templeton's
own distribution
channel 

~20
holders

(institutions)

~$60m 
(~12% of
the AUM)

~470
holders

(retail focus)

–FOBXX
Franklin OnChain 
U.S. Government 
Money Fund

Sources: rwa.xyz, press releases; BCG analysis.

Exhibit 8 - Physical money, dematerialized money, and on-chain money

Source: BCG analysis.

Impact
for wealth
& asset
managers

Examples

Physical money

Banknotes and coins

Limited Scalability
Complexity in dealing with
physical cash transaction

Scalable
Grow offline investing alongside 
bank services
Grow online investing, targeting 
mass at lower cost

Enhanced business models
Capture new demands for 
purpose-bound money, 24/7 
instant investing, etc
Unlock new business models, e.g.,
tokenized fund as intra-day lending 
collateral

Bank deposits balance
Digital wallet

Regulated stablecoin 
Tokenized deposit
Central Bank Digital Currency (CBDC)

Dematerialized money On-chain money

Exhibit 6 - BlackRock BUIDL and Franklin Templeton FOBXX facts11
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11.	Tokenized funds market cap and holding wallets, rwa.xyz, August 2024.

#2: Defending existing investor pools amid the rise in regulated on-chain money 

Traditional finance money is moving on-chain through rapidly developing and regulated 
on-chain money, including regulated stablecoin, tokenized deposits, and CBDC initiatives 
driven by regulators and financial institutions. (See Exhibit 8.)

On-chain money is different from dematerialized money on two important dimensions – 
programmability and atomic settlement with tokenized assets. Programmability will enable 
the development of programmable money and purpose-bound money, where users can 
specify the usage of the money through programming logic across the financial institutions 
and jurisdictions. Atomic settlement with tokenized assets will permit real delivery versus 
payment (DvP) – the on-chain assets and on-chain money are exchanged simultaneously.

As the adoption of regulated on-chain money progresses, there will be knock-on impacts on 
net fund flows. If just 10% of investable money is on-chain, there will be billions of dollars of 
demand for tokenized funds.

Exhibit 7 - BlackRock BUIDL and Franklin Templeton FOBXX facts11
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BlackRock USD
Institutional Digital
Liquidity Fund
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Intermediary
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0.50%

0.15%BENJI
Direct-to-client
Franklin
Templeton's
own distribution
channel 

~20
holders

(institutions)

~$60m 
(~12% of
the AUM)

~470
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(retail focus)

–FOBXX
Franklin OnChain 
U.S. Government 
Money Fund

Sources: rwa.xyz, press releases; BCG analysis.

Source: BCG analysis.

Impact
for wealth
& asset
managers

Examples

Physical money

Banknotes and coins

Limited Scalability
Complexity in dealing with
physical cash transaction

Scalable
Grow offline investing alongside 
bank services
Grow online investing, targeting 
mass at lower cost

Enhanced business models
Capture new demands for 
purpose-bound money, 24/7 
instant investing, etc
Unlock new business models, e.g.,
tokenized fund as intra-day lending 
collateral

Bank deposits balance
Digital wallet
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Dematerialized money On-chain money

Exhibit 7 - Physical money, dematerialized money, and on-chain money
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Tokenized funds also enable innovative fund distribution methods (or investment approaches 
for investors), leveraging fractionalization and instant 24/7 execution in a fund that signifi-
cantly reduces barriers to investment. Micro-investing, for example, is a segment in which 
FinTechs are growing fast. (See Exhibit 10.) To catch up, wealth managers could use tokenized 
funds to enhance their offerings. If wealth managers can enhance the customer experience, 
they are likely to attract younger investors and help them develop investing habits early.

ETF turnover is 3.4 times to the AUM

North America ETF AUM and annual turnover 
(2023, US$ trillion)

38

11 58

3.4x 3.4x
196

ETF
AUM

Annual
turnover

Mutual Fund 
AUM

Potential annual
turnover

Global fund AUM and potential annual turnover
(2023, US$ trillion)

If tokenized fund could follow, 
implying ~$200TN annual turnover

Sources: SimFund, BCG analysis.

#3: Enhancing fund distribution leveraging instant 24/7 and fractional transfer

Once mutual funds are tokenized, investors can transfer their mutual fund shares to other 
investors. BlackRock’s BUIDL and Franklin Templeton’s FOBXX already allow secondary 
transfer in their managed distribution channels. 

If a secondary market for tokenized mutual funds emerges in line with that of ETFs, transac-
tion turnover could reach about US$200 trillion annually, based on the ETF turnover-to-AUM 
ratio in North America of 340%12. (See Exhibit 9.) If the market achieved just 10% of the poten-
tial, it is easy to envisage about US$2 trillion of turnover could be serviced by wealth managers.

Exhibit 10 - What is micro-investing?

Sources: Investing in the Web; BCG analysis.

12.	ETF turnover data from U.S. ETF TRADING FACTS: WHAT TO KNOW FROM 2023, BlackRock, 2024; North America ETF AUM data from  
SimFund, 2024.
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Exhibit 8 - Tokenized fund secondary market potential volume
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Tokenized funds also enable innovative fund distribution methods (or investment approaches 
for investors), leveraging fractionalization and instant 24/7 execution in a fund that signifi-
cantly reduces barriers to investment. Micro-investing, for example, is a segment in which 
FinTechs are growing fast. (See Exhibit 10.) To catch up, wealth managers could use tokenized 
funds to enhance their offerings. If wealth managers can enhance the customer experience, 
they are likely to attract younger investors and help them develop investing habits early.

Exhibit 9 - Tokenized fund secondary market potential volume
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#3: Enhancing fund distribution leveraging instant 24/7 and fractional transfer

Once mutual funds are tokenized, investors can transfer their mutual fund shares to other 
investors. BlackRock’s BUIDL and Franklin Templeton’s FOBXX already allow secondary 
transfer in their managed distribution channels. 

If a secondary market for tokenized mutual funds emerges in line with that of ETFs, transac-
tion turnover could reach about US$200 trillion annually, based on the ETF turnover-to-AUM 
ratio in North America of 340%12. (See Exhibit 9.) If the market achieved just 10% of the poten-
tial, it is easy to envisage about US$2 trillion of turnover could be serviced by wealth managers.

Sources: Investing in the Web; BCG analysis.

12.	ETF turnover data from U.S. ETF TRADING FACTS: WHAT TO KNOW FROM 2023, BlackRock, 2024; North America ETF AUM data from  
SimFund, 2024.
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AUM & User Growth, 2014–2022
A FinTech in micro-investing and robo-advice
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0
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Exhibit 9 - What is micro-investing?
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Adoption and the Opportunity for 
More Active Industry Participation 
Over the Next 12–18 Months
Amid rapidly developing regulation for on-chain money and assets, the financial services 
industry is approaching a pivotal moment. A tokenized fund growth flywheel effect signals 
significant potential ahead, driven by various adoption pathways. In addition, the overall 
tokenized finance ecosystem is advancing quickly, and effective orchestration can reduce 
adoption costs.

A tokenized finance inflection point could potentially be reached in the 
next 12–18 months

We expect momentum to accelerate over the next 12–18 months in some markets, as regu-
lated on-chain money such as regulated stablecoin, tokenized deposits, and CBDCs become 
more established in key international finance centers. Taking Hong Kong as an example, 
there are numerous regulatory initiatives at play, including Stablecoin sandbox, Project 
e-HKD+ and Project Ensemble. Alongside developments in markets such as Singapore, 
Japan, Taiwan, the United Kingdom, and the Middle East, the future of finance is closer to us 
than ever before. (See Exhibit 12.)

Tokenized 
Private Credit

On-Chain 
Financial Assets

On-Chain 
Money

More forms and value
of money moving on-chain

More investment asset
options available on-chain

Stablecoin: established player, 
and regulation and sandbox 
developments in HK, SG etc.

Tokenized Deposits: multiple 
pilots led by financial 
institutions (e.g., HSBC, JPM)

CBDC: being actively assessed 
by >90% central banks

Numerous regulated initiatives 
(non-exhaustive examples)

...

...

Tokenized 
Funds

Tokenized 
deposits

Tokenized 
Bonds

Tokenized 
Commodities

Tokenized 
finance 
flywheel

Stablecoin CBDC

Tokenized funds: Continuous 
growth is seen

Types of tokenized assets:  
e.g., HKMA tokenized green 
bonds, UBS tokenized notes, 
HSBC tokenized gold

Source: BCG analysis.

Exhibit 10 - Critical mass through a flywheel effect and regulatory initiatives
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13.	Mutual fund and ETF data from SimFund database; Tokenized fund AUM and all forecasts are estimated by BCG.

Exhibit 13 - A flywheel effect will accelerate adoption

Source: BCG analysis.

A tokenized fund growth flywheel is triggered

We estimate around US$290 billion in existing investment demand for tokenized funds from 
virtual asset owners, with trillions more driven by the rise of on-chain money adopted by 
traditional financial institutions (TradFi). Increasing adoption of stablecoins and a rising 
need for virtual asset owners, such as crypto foundations, will drive a near-term flywheel 
effect. (See Exhibit 13.)

With features similar to those of ETFs, tokenized funds could potentially lead the next revolu-
tion in global investment. Exchange-traded funds (ETFs) reached about 1% of total fund 
AUM within 7 years of the launch of the first one in 1993. With features rivaling ETFs, toke-
nized funds could potentially reach 1% of total AUM by 2030, implying more than US$600 
billion in AUM. Tokenized funds could scale even higher if clear and low-friction conversion 
pathways are established for converting (tokenizing) existing mutual funds and ETFs.

We see two potential growth paths. First, managers may launch vehicles to tap into new 
investor pools. At the same time, regulators and private sector players could identify path-
ways to upgrade existing  vehicles. (See Exhibit 14.)

Key 
elements 
required

What if #1
Grow Gradually like ETF

What if #2
Upgrade Existing Fund Vehicles

Potential 
AUM of 
tokenized 
fund in 2030

Clarity on requirements for secondary transfer

Continued development on stablecoins, tokenized deposits 
and CBDC

Asset managers launching new fund vehicles to attract
new investors

Clarity on requirements for secondary transfer 

Continued development on stablecoins, tokenized 
deposits and CBDC

Asset managers launching new fund vehicles to attract 
new investors

Easy-to-follow conversion path for existing fund vehicles

~US$600 to 1,000 billion

ETF achieved 1% of total AUM in ~7 years after its first launch 
in major market

US$ trillions+

Subject to guidance from regulators

Near-term
Virtual assets flywheel

Stablecoin
Tokenized Deposit, 

and/or CBDC

KYC-ed
virtual asset 

investors

KYC-ed 
TradFi investors

Tokenized 
fund

Tokenized 
fund

Mid-term
Traditional finance flywheel

Source: BCG analysis.

Exhibit 11 - Tokenized fund development under two paths13
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Tokenized Finance Vision:
Universally accessible financial service

Stakeholders 

Asset Managers
Wealth

Managers
Issuers

Capital Market Players

Banks

Asset Servicing

Technology Companies

Professional Firms & Bodies

Regulators

Policy Setters

Tokenized 
assets as 
foundation

Tokenized 
Money

Tokenized 
Public Funds

Tokenized 
Private Funds

Tokenized 
private shares

. . .

. . .

Tokenized Credits 
(e.g., notes, bonds, 
mortgage, loans)

Use cases for 
value-adding 
adoption

Efficient 
X-border 
payment

24/7 
tokenized 

fund 
buy/sell

Instant 
collateral 
lending

Instant 
revenue 
sharing

Derivatives 
using smart 

contract

Purpose-bound money 
(e.g., rewards, 

vouchers, purpose 
loans, money with 

ringfenced purposes) 

Enablers for 
reducing 
adoption 
friction

Private Key 
Custody 

("Wallet")

Digital ID (e.g., 
Soul-bound 

Token, Verifiable 
Credential)

Smart Contract 
Audit

Talents 
(tokenization, 

blockchain 
expertise)

Blockchain
Technology

Blockchain 
Oracles/Data

Harmonizers
to accelerate 
outcome 

Regulations clarity and guardrails, e.g., 
secondary transfer, tokenized assets 

custodian, credit risks for purpose-bound

Technology Standards & Interoperability, 
e.g., programmability, cross-chain

Financial institutions need to collaborate for a frictionless third 
industry revolution 

Successful development of fund tokenization will be built on ecosystem orchestration, an 
important element of which is to define a clear vision of a universally accessible financial 
services, taking in foundational capabilities, use cases, enablers to reduce friction in the 
transition, and harmonizers to accelerate positive outcomes. (See Exhibit 15.) The current 
moment echoes the earlier development of ETFs, with stakeholders required to develop their 
product offerings, adapt technologies and operations, and identify ecosystem partners such 
as market makers.

Source: BCG analysis.

Exhibit 12 - Developing a vision for tokenized finance
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Global collaboration is essential to ensure aligned standards

Standards matter, and the tokenized fund ecosystem will require globally recognized 
standards that ensure legitimacy and interoperability across infrastructures and regions. 
Standards will also facilitate collaboration through the value chain. Priority topics include:

1.	Tokenized fund regulation clarity to facilitate a smooth development, including AML/
CFT, KYC, security/custodian guidelines for digital assets, requirements for tokenized fund 
operations, and secondary transfer.

2.	Common tokenized operational standards to ensure connectivity, including digital 
asset data standards to ensure inter-company operations and a process to deal with on/
off-chain records.

3.	Technical interoperability to foster innovation, including interoperability across da-
tabase/chains and cost-effective and risk-managed adoption of public chains. A global 
protocol is imperative for achieving cross-chain and cross-border interoperability and 
composability.

Key areas for global collaboration

Tokenized fund 
regulation clarity

Reusing existing vehicles: What setup is needed to allow 
fund tokenization to reuse existing fund vehicles? Funds can 
convert to tokenized form directly, instead of creating new 
structures to reduce costs and adoption implications.

Secondary transfer allowed: What guardrails should be put 
in place to protect investor interests? Solutions may include 
KYC-ed wallets, bid/ask spread management, and tokenized 
fund broker qualifications.

Qualification for tokenized fund operations: What are 
the requirements to operate tokenized funds, across fund 
management, asset custodian, transfer agent and fund ad-
ministrators? What tokenized money should be accepted 
(e.g., stablecoin by licensed players to manage issuer risk)?

Common tokenized 
operational standards

Global tokenized fund passporting: How should tokenized 
funds be designed to support cross-jurisdictional distribution, 
including use of existing Mutual Recognition of Funds 
arrangements.

Common controls adhered by all: What should be the 
common set of protocols to implement automated controls? 
Potentially control layers could be defined by specific 
regulators, asset managers, distributors, and programs.

Operations for tokenized underlying asset: If managers 
decide to manage tokenized underling assets via tokenized 
funds leveraging smart contracts, what should be the setup?

Technical 
interoperability

Blockchain interoperability: What should be the common 
cross-chain interfaces to ensure features embedded in funds 
via smart contracts (e.g., secondary transfer controls, 
collateral management) can remain effective under a multi-
chain set-up?

Risk-based security standards: What should be the 
principles for data management and cyber-security to protect 
privacy, safety of tokenized funds?
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The HKMA’s CBDC journey

Project

Inthanon-LionRock

(HKMA – BOT#)

Project mBridge
(BISIH* – four central banks)

2017 2019 2020 2021 2023

Project

LionRock

(HKMA)

Collaborative projects with BISIH^

Project e-HKD
(HKMA)

W
h

o
le

s
a
le

R
e
ta

il

2022

Ongoing horizon scanning of international 

developments

2024

3

1

Technical & Business Deep Dive

Project Ensemble 

# BOT – Bank of Thailand

* BISIH – Bank for International Settlements Innovation Hub (Hong Kong Centre)

^   Project Aurum and Project Sela

2018

Project

e-HKD+
(HKMA)

2



All rights reserved by Hong Kong Monetary Authority

Project Ensemble: 
to promote the development of Hong Kong’s tokenisation market

“Tokenisation” refers to storing and transferring any value or right in a form of token using blockchain

technology. 

Blockchain Technology (with the use of Smart Contracts)

Streamline Process

Automate Compliance

Global Accessibility

Reduce Costs

Advance Liquidity 

Efficiency

Fractionalize 

Ownership

Automate Asset 

Management
24x7

Shorten

Transaction Time
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Project Ensemble: focus of initial experimentation – four main themes
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Financial Assets Real World Assets
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Project Ensemble: Ensemble sandbox – ready for use

Tokenised 

Deposit

Ensemble Sandbox

Interoperability Layer

Common Standards or Platform

…

Liquidity 

management

Fixed income & 

investment funds

Trade & supply 
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Green & sustainable 
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Project Ensemble: Architecture Community to develop industry standards 
and co-create Project Ensemble Sandbox

HKMA

Sandbox
to experiment different use cases of tokenisation

2. BISIH Hong Kong Centre

4. Hang Seng Bank

5. HSBC

6. Standard Chartered HK

8. CBDC Expert Group

9. HashKey Group

10. Ant Digital Technologies

12. R3

13. WeBank Technology Services

3. Bank of China (HK)

7. JPMorgan Chase Bank

1. SFC

11. Microsoft HK
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Project Ensemble: milestones of our journey
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round of experimentation
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Oct 2024
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Section 4:

Slowmist’s sharing of 

cyber threat



總公開安全事件: 1861 起 (≈ 每 2 天一起安全事件發生)

總損失金額: >$35B (≈350 億美元)

來源1：慢霧被黑檔案庫的統計 (詳情)

近年損失金額低於 2019-2021 牛市，
但單次攻擊金額依舊很大和黑客攻擊手法不斷演變

加密行業損失總覽

https://hacked.slowmist.io/zh/statistics/?c=all&d=all
https://hacked.slowmist.io/zh/statistics/?c=all&d=all
https://hacked.slowmist.io/zh/statistics/?c=all&d=all


過往 (2017-2021)

發現+利用漏洞為主
現在 (2022-至今)

“漏洞挖掘+資金追蹤+洗錢變現”產業鏈

智能合約漏洞
（重入攻擊、整數溢出等）

閃電貸攻擊

基礎設施攻擊
（API 服務器，前端 DNS 劫持）

釣魚鏈接
（偽造前端，Discord 或推特被盜）

…

APT 攻擊
（供應鏈污染、零日漏洞）

生態複雜性日益增加
（跨鏈橋、多鏈、跨鏈資金洗轉）

黑產工具工業化
（AI 輔助社工、自動化攻擊套件）

隱蔽式權限滲透
（管理員身份釣魚、治理代幣劫持）

…

攻擊手法對比



信託會面臨的安全風險

● 單點故障：中心化託管，私鑰集中存儲易成攻擊目標

● 多簽機制缺陷：弱閾值多簽 2/3 模式，易被內部人勾結盜取

● 授權過度：若信託接入 DeFi 協議，默認開放無限授權易被釣魚

● AML監管：託管資產如涉及混幣器/隱私幣（如 Monero/Tornado Cash），易觸發 AML 條例

● 釣魚攻擊：缺乏審核機制，易被偽造郵件流/前端誘導同意資產轉移的交易



加密資產解決方案

來源2：
Cryptocurrency

Security

Guidance

by SlowMist

(詳情)

https://github.com/slowmist/cryptocurrency-security/tree/main


慢雾 SlowMist，全球領先的加密貨幣安全公司，成立時間超 7 年，全球客戶數千家。
https://slowmist.com

🌟面向機構的安全諮詢服務：

❖ 前瞻性威脅情報賦能：持續追蹤全球安全動態，深度剖析最新的攻擊手法與趨勢，將高價值
的安全情報及時傳遞給客戶，協助客戶先人一步洞察風險，有效防禦未知威脅；

❖ 客製化安全賦能體系：透過定期的安全態勢分析，為客戶量身打造高階主管安全培訓方案，
提升管理階層對網路安全的策略認知。同時，深入客戶業務場景，賦能團隊掌握對抗複雜網路
攻擊的實戰技能；

❖ 全天候專家支援護航：無論何時何地，SlowMist 的安全專家團隊提供 7*24 小時的專業諮詢
與響應，如同專屬安全大腦，隨時解答疑問，應對突發狀況，助力業務團隊從容應對地下黑客
的高級攻擊挑戰；

如何持續保障資產安全



如何鏈上監控 / 追蹤信託資產

一款專注於打擊加密貨幣洗錢活動的反洗錢追蹤系統
https://misttrack.io

9000萬+ 風險地址3億+ 地址標籤1,000+ 實體地址 50萬+ 威脅情報地址 17條公鏈

➢ 錢包地址風險評分

➢ 鏈上地址監控

➢ 鏈上資產調查

➢ 鏈上 KYT/KYA API

客戶超 200 多家

50+
Crypto Exchanges

10+
Crypto Custodians

50+
Financial Services

20+
DeFi Protocols

30+
Crypto Businesses

30+
Others

20+
PayFi Platforms

10+
Crypto Wallets



近期MistTrack成就：

➢ 協助KiloEx成功追回全部被盜資產約844萬美元

➢ MistTrack協助客戶、合作夥伴及公開被黑事件凍結資金共超過 1.2 億美元

➢ 作為獨立第三方受聘調查 EIGEN 代幣被盜事件並發表調查結論

➢ 關於北韓黑客 Lazarus Group 的分析被「美國財政部」引用

➢ MistTrack 專業追蹤結果被「聯合國安理會」引用

➢ 受邀為香港警隊網路安全及科技罪案調查科 (CSTCB) 進行加密貨幣非法資金追蹤的培訓

➢ 協助追回被詐騙資產，與 XREX 及檢警共創台灣司法先例

➢ ...

如何鏈上監控 / 追蹤信託資產

一款專注於打擊加密貨幣洗錢活動的反洗錢追蹤系統
https://misttrack.io



Appendix A – Public information and official announcements related to Project Ensemble

Category Topic Link

Official website HKMA CBDC website (incl. Project 

Ensemble)

https://www.hkma.gov.hk/eng/key-

functions/international-financial-

centre/fintech/central-bank-digital-currency/

Official press release [Mar 2024] Commencement of Project 

Ensemble

https://www.hkma.gov.hk/eng/news-and-

media/press-releases/2024/03/20240307-5/

[May 2024] Establishment of the Project 

Ensemble Architecture Community

https://www.hkma.gov.hk/eng/news-and-

media/press-releases/2024/05/20240507-4/

[Aug 2024] Launch of Project Ensemble 

Sandbox, and announcement of use case 

themes

https://www.hkma.gov.hk/eng/news-and-

media/press-releases/2024/08/20240828-3/

[Oct 2024] HKFTW 2024: announcement 

of accelerating asset tokenisation through 

Project Ensemble, along with the latest 

project updates

https://www.hkma.gov.hk/eng/news-and-

media/press-releases/2024/10/20241028-5/

Official press release (on international 

collaboration)

[Jun 2024] Collaboration between BDF and 

HKMA

https://www.hkma.gov.hk/eng/news-and-

media/press-releases/2024/06/20240627-3/

[Oct 2024] Collaboration between BCB and 

HKMA

https://www.hkma.gov.hk/eng/news-and-

media/press-releases/2024/10/20241028-3/

[Oct 2024] Collaboration between BOT and 

HKMA

https://www.hkma.gov.hk/eng/news-and-

media/press-releases/2024/10/20241028-4/

https://www.hkma.gov.hk/eng/key-functions/international-financial-centre/fintech/central-bank-digital-currency/
https://www.hkma.gov.hk/eng/news-and-media/press-releases/2024/03/20240307-5/
https://www.hkma.gov.hk/eng/news-and-media/press-releases/2024/05/20240507-4/
https://www.hkma.gov.hk/eng/news-and-media/press-releases/2024/08/20240828-3/
https://www.hkma.gov.hk/eng/news-and-media/press-releases/2024/10/20241028-5/
https://www.hkma.gov.hk/eng/news-and-media/press-releases/2024/06/20240627-3/
https://www.hkma.gov.hk/eng/news-and-media/press-releases/2024/10/20241028-3/
https://www.hkma.gov.hk/eng/news-and-media/press-releases/2024/10/20241028-4/
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King Leung 
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Thank you! 
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